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Abstract 
The access control intercom is part of an airport's physical security system that connects Aviation 

Security (AVSEC) officers in the field with the On Duty (OD) monitoring room through a 

structured cabling network. On 24 January 2025, a malfunction was found in the intercom at 

Boarding Lounge Garbarata Way Gate B5, Terminal 1B (BL GW B5) of Soekarno-Hatta 

International Airport, where the device could not place a call to the AVSEC OD room. This article 

aims to analyze the cause of the malfunction and document the repair process. The method used 

was field observation and systematic troubleshooting, consisting of inspecting the intercom's 

condition, conducting a comparative test on a similar unit, and checking the LAN cable network 

using a LAN Tester. The inspection showed that the comparison intercom functioned normally, 

while the LAN Tester test on the faulty unit showed only two of nine pins lit (eight data pins and 

one ground pin), indicating a broken cable path. Further tracing found that the LAN cable on the 

intercom side was severed, which was attributed to termite damage and is consistent with the 

minimal maintenance during the approximately four years Terminal 1B was not in operation after 

the pandemic. The repair was carried out by re-crimping the LAN cable, and the test results 

showed all pins functioning normally and a successful call to the AVSEC OD room. This case 

study emphasizes the importance of preventive maintenance and network infrastructure 

monitoring for rarely used facilities to maintain the reliability of airport access control systems. 

The study is limited to a single case, and photographic evidence of the cable damage is not 

presented. 
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Introduction 

 

Aviation safety and security (AVSEC) is a primary aspect that every airport 

operator is required to uphold, as regulated under the provisions of the 

International Civil Aviation Organization (ICAO), which have been adopted into 

the national aviation system (Candra Susanto & Keke, 2019). In addition to 

passenger and baggage screening, these provisions also require physical access 

https://creativecommons.org/licenses/by-sa/4.0/
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control to restricted areas of the airport, including boarding lounges and 

passenger transit areas, in order to prevent unauthorized parties from entering 

flight operational areas. 

An access control system generally consists of several integrated 

components: an identification device such as a fingerprint reader or RFID card, a 

magnetic lock as the door-locking mechanism, an emergency break glass as an 

emergency evacuation route, and an intercom as the direct communication 

medium between field officers and the monitoring room. The reliability of access 

control to restricted areas has been shown to influence the performance of the 

overall airport security system (Uchroński, 2020), and decisions on airport 

security technology are commonly analysed in terms of their effect on system 

performance (Hunt et al., 2021). 

One important component of the access control system is the intercom, 

which functions as an emergency communication channel between AVSEC 

officers at a checkpoint and the On Duty (OD) room as the security monitoring 

center. Unlike identification devices, which operate independently, the 

intercom's performance depends entirely on the structured cabling infrastructure 

that connects it to the switch and the central server. The transmission medium 

commonly used is Unshielded Twisted Pair (UTP) cable with RJ45 connectors, 

installed according to either the straight or cross cabling standard depending on 

the type of devices being connected. A fault in even a single cable segment -- 

whether due to non-standard installation or physical damage -- can cut off the 

entire communication path, making network testing an essential diagnostic step 

in troubleshooting cable-based devices such as the intercom. Studies on twisted-

pair cabling show that cable condition directly affects link performance (Bin 

Asrokin & Bin A. Rahim, 2018), that faults in unshielded twisted pair cables can 

be detected and localized using reflectometry (Idellette Judith et al., 2023), and 

that machine-learning approaches have been applied to twisted-pair fault 

diagnosis (Abdel Karim, 2026; Ghazali et al., 2022). If the endpoint is also 

powered over the same cable (Power over Ethernet, PoE), a cable break can 

additionally interrupt the power supply, so that the device appears completely 

inactive; PoE interfaces depend on power detection and maintain-power 

mechanisms to keep the powered device supplied (Li & Zhu, 2017, 2020; Xiao, 

2018). 

Network infrastructure reliability is a particular challenge for facilities that 

are not continuously used, since minimal maintenance activity can accelerate the 

degradation of physical components such as cables. Humidity, temperature, and 

ageing are known to degrade the insulation of low-voltage cables (Kang & Kim, 

2020; Tawancy & Hassan, 2016), and termites are a documented cause of damage 

to buildings and timber structures (Kim & Chung, 2022; Omudu et al., 2025), 

although studies specific to termite damage on communication cables remain 
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scarce. Continuous infrastructure monitoring, including through Internet of 

Things (IoT)-based approaches that enable early detection of faults before they 

affect operations, has been widely developed as a preventive maintenance 

solution for various building monitoring and control systems (Witczak & 

Szymoniak, 2024). On the other hand, strengthening technicians' competency in 

diagnosing network faults is also shaped by direct involvement in handling 

problems in the field, which has been shown to contribute to the work readiness 

of aviation vocational technicians (Lubis, 2021) and to the alignment of technical 

understanding with industry work systems (Darni et al., 2025). 

On 24 January 2025, the Safety and Security Electronic Services (SSES) Unit 

of Terminal 1A received a report that the intercom at BL GW B5 could not place 

a call to the AVSEC OD room. The literature reviewed above addresses 

identification devices, infrastructure monitoring, and maintenance planning in 

general, but it does not describe the diagnosis of cable-borne faults in intercom 

units at facilities that have been idle for long periods; this study addresses that 

gap through a documented single case. This article aims to (1) systematically 

analyze the cause of the malfunction through cable network testing, (2) document 

the handling steps and repair verification carried out, and (3) relate the field 

findings to the literature on the reliability of access control systems and the 

importance of preventive maintenance of airport network infrastructure. 

 

Research Method 
 

This study uses a descriptive qualitative method with a case study 

approach, as put forward by Baxter and Jack (2008), which systematically 

describes the process of identifying the cause and handling the malfunction of a 

single access control intercom unit, as is commonly used in applied, field-

practice-based research in the aviation security field (Ulfa, 2022). This approach 

was chosen because the problem under study is specific to a single event (single 

case) and requires a narrative-technical tracing of the root cause, rather than 

hypothesis testing on a large sample. A similar approach has been used in 

research evaluating airport security technology (Hofer & Wetter, 2012), showing 

that a descriptive case study is effective for revealing the cause and handling 

process of a problem in depth for a single unit of study. Data collection 

techniques were carried out in three ways: direct observation at the incident site, 

comparative testing and technical network measurement using a LAN Tester, 

and documentation of each stage of the tracing and repair process in the form of 

photographs and field notes. 

Data were collected directly at the incident site, at the Safety and Security 

Electronic Services Unit, Terminal 1A, Soekarno-Hatta International Airport 

(airport operator name withheld for double-blind review). The object of this 
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study is one access control intercom unit that malfunctioned at Boarding Lounge 

Garbarata Way Gate B5, Terminal 1B (BL GW B5), based on a report from an 

AVSEC officer who was conducting equipment storage checks for aviation 

security facilities on 24 January 2025. 

The tools used in the troubleshooting process included: a mini Phillips 

screwdriver to open the intercom cover; a LAN Tester to test, diagnose, and 

verify the Ethernet cable network connection through LED indicators on 8 data 

pins and 1 ground (G) pin; RJ45 connectors and a crimping tool to reattach 

connectors to cable that had been cut and stripped; and wire cutters to cut UTP 

cable to the required length. The LAN Tester was selected as the primary 

diagnostic instrument for its ability to quickly verify cabling continuity and pin 

order without requiring a full teardown of the cable path. The LAN Tester 

verifies cable continuity and pin order only; it does not test power delivery or 

network-layer connectivity, which were confirmed by the final test call to the 

AVSEC OD room. 

The troubleshooting stages carried out were as follows: (1) checking the 

location of BL GW B5 and confirming that the intercom was physically powered 

off; (2) conducting a comparative test by checking the function of a similar 

intercom unit at BL GW B4 to confirm that the problem was local, not system-

wide; (3) removing the intercom using a mini Phillips screwdriver to access the 

LAN cable connector at the back of the device; (4) checking the LAN cable 

network connection from the switch in the Air Handling Unit (AHU) room to the 

intercom using a LAN Tester; (5) analyzing the LAN Tester test results and 

physically tracing the cable path at the point identified as faulty; (6) carrying out 

the repair by cutting and re-crimping the cable according to the standard 

straight-cable pin order; and (7) conducting a retest using the LAN Tester as well 

as a direct test call to the AVSEC OD room to verify the success of the repair. 

 

Results and Discussion 
 
Object Profile and Scope of the Study 

The object of this study is one access control intercom unit installed at 

Boarding Lounge Garbarata Way Gate B5, Terminal 1B (BL GW B5), Soekarno-

Hatta International Airport, under the management of the Safety and Security 

Electronic Services Unit of the airport operator. Terminal 1B was recorded as not 

fully operating for approximately four years after the COVID-19 pandemic, so 

routine maintenance and inspection activity for security electronic facilities in 

that terminal also declined in intensity. Prolonged idle periods during the 

COVID-19 pandemic have been reported to degrade aviation assets, for example 

corrosion damage in stored aircraft structures (Ignatovich et al., 2022), and 

airport operations recovered slowly afterwards (Kazda et al., 2022), with lessons 
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also drawn for airport security operations (Tidhar, 2022). This condition is an 

important context for understanding the root cause found in the case discussed. 

 
Working Principle of the Access Control Intercom and Transmission Medium 

The access control intercom operates as part of an access control system 

integrated with a fingerprint reader, magnetic lock, and emergency break glass 

at a single access point. When an officer presses the call button on the intercom, 

an audio signal is sent through the data path to a network switch connected to 

the central server, then forwarded to the receiving device in the AVSEC OD 

room. The transmission medium used is Unshielded Twisted Pair (UTP) cable, 

category Cat5e to Cat8, with RJ45 connectors at both ends. There are two 

commonly used cabling methods: straight cable to connect different types of 

devices (such as intercom to switch) and cross cable to connect similar devices. 

An error in cable pin order or physical damage to any one of the eight wires 

inside the UTP cable can cause a complete signal-transmission failure, making 

testing with a LAN Tester -- which verifies the continuity of all data and ground 

pins -- a basic first-line method for isolating faults in a cable network (Bin Asrokin 

& Bin A. Rahim, 2018), commonly complemented by reflectometry-based fault 

localization (Idellette Judith et al., 2023) and physical-layer diagnosis (Xiong et 

al., 2025). Current intercom technology is also moving toward integration with 

Web of Things-based services, which enable remote monitoring of device status 

over the same data network used for the voice-communication path, so that 

connectivity faults have the potential to be detected earlier, before they affect call 

functionality (Huang et al., 2022). Intercom functions are also implemented over 

IP networks, as in VoIP-based intercom designs (Li et al., 2014), which makes the 

network cable part of the call path. 

 
Problem Identification 

Based on a report from an Aviation Security (AVSEC) officer on 24 January 

2025, the intercom at BL GW B5 could not place a call to the AVSEC OD room. 

This condition had the potential to hinder emergency communication between 

field officers and the security monitoring center in situations requiring a rapid 

response, given that the intercom is the primary communication channel at an 

access point not always directly reachable by officers. 

 
Diagnosis and Malfunction Analysis 

Diagnosis was carried out in stages in accordance with the method 

described above. Technicians from the Terminal 1A SSES Unit, together with the 

authors, checked the location of BL GW B5 and found the intercom powered off. 

To confirm that the problem was local, a comparative test was performed on the 

BL GW B4 intercom, which functioned normally, allowing the possibility of a 
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system-wide or central-server failure to be eliminated. The intercom was then 

removed using a mini Phillips screwdriver to access the LAN cable connector, 

and the network connection from the switch in the Air Handling Unit (AHU) 

room to the intercom was checked using a LAN Tester. The test results showed 

that only pins 2 and 6 of the 8 data pins and 1 ground pin that should have been 

active were lit, indicating a broken cable path. A summary of the inspection 

stages is presented in Table 1. 

 
Table 1 Access Control Intercom Inspection Stages and Results 

No. Inspection Stage Method / instrument Result Remarks 
1 Physical condition of 

BL GW B5 intercom 
Visual check Off/not powered Faulty 

2 Comparative test, BL 

GW B4 intercom 
Functional 

comparison with a 

similar unit 

Functioning normally Good 

3 Network test with 

LAN Tester (initial) 
LAN Tester Only pins 2 and 6 lit Damaged 

4 Physical tracing of 

LAN cable 
Physical tracing 

(visual) 
Cable severed 

(attributed to termite 

damage) 

Damaged 

5 LAN Tester test after 

re-crimping 
LAN Tester Pins 1-8 and G lit Normal 

6 Test call to AVSEC 

OD room 
Test call Call connected 

successfully 
Normal 

 

Table 1 shows that both the comparative test with a similar intercom and 

the cable-path test with the LAN Tester point to the same single fault location -- 

only two of nine pins (data and ground) lit during testing -- indicating a broken 

cable path leading to the BL GW B5 intercom. 

Figure 1 presents a flowchart that summarizes the entire diagnosis and 

handling process, from checking the physical condition and comparative testing, 

through cable-path testing with the LAN Tester, to the re-crimping process and 

final verification via a test call to the AVSEC OD room. 

Based on this finding, a physical trace was carried out by opening the small 

protective conduit located beside the intercom. This trace found that the LAN 

cable on the intercom side had been severed, with the damage attributed to 

termites. This finding is consistent with the condition of Terminal 1B, which was 

not fully operating for approximately four years after the pandemic, so periodic 

inspection and maintenance of the cable path did not run optimally during that 

period. The causal link between the idle period and the termite damage is 

inferred and is not supported by maintenance records in this study. 
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Figure 1 Flowchart of the Access Control Intercom Malfunction Diagnosis and Handling 

Process (Source: Processed by the Authors, 2025) 

 
Handling and Repair Verification 

The repair was carried out by cutting the damaged section of cable, 

stripping the protective sheath, and arranging the eight internal wires according 

to the standard straight-cable pin order, then attaching a new RJ45 connector 
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using a crimping tool. After the crimping process was completed, a retest was 

performed using the LAN Tester, which showed all pins (1-8 and G) lit normally, 

indicating that the cable path was properly connected. The repaired cable was 

then reattached to the back of the intercom, and a direct test call was made to the 

AVSEC OD room. The test results showed that the call connected successfully, 

confirming that the intercom was functioning normally again. 

 
Figure 2 Conceptual Illustration of the Access Control Intercom System at an Airport Boarding 

Lounge 

Figure 2 presents a conceptual illustration of the access control intercom 

system at a boarding lounge, showing the connectivity between the intercom 

unit, the UTP/RJ45 network cable, the switch, and the central monitoring room, 

as a visual complement to the explanation of the system architecture described 

in the previous section. 

 
Comparison with Other Physical Security Systems 

The access control intercom is one of several complementary layers of an 

airport's physical security system, alongside baggage screening, fire detection, 

and officer supervision. Unlike these, its function as a real-time communication 

channel depends on the reliability of the physical cable infrastructure rather than 

on sensors or detection algorithms. Reliability assessments of airport security 

operations likewise consider the dependability of the technical and human 

elements of the screening process (Zýka & Drahotský, 2019). The reporting and 

escalation procedure applied when an access control component malfunctions 

also depends on the consistent implementation of Standard Operating 

Procedures by AVSEC officers (Ulfa, 2022). 

 
Importance of Preventive Maintenance and Infrastructure Monitoring 

This case study shows that faults in physical infrastructure such as network 

cabling can develop gradually and go undetected without routine maintenance 

or monitoring, particularly for rarely used facilities. Technology-based 

monitoring, including Internet of Things (IoT)-based systems, has the potential 

to detect network faults before they cause total device failure (Witczak & 
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Szymoniak, 2024), in line with the authors' recommendation in the initial report 

to develop a monitoring application for access control equipment similar to a 

CCTV monitoring system. Determining an optimal preventive maintenance 

period has been reported to reduce expected downtime while improving 

equipment reliability (Al-Duais et al., 2022), a principle that could be applied to 

an inspection schedule for intercom cable paths in terminals that are not fully 

operating. Reviews of predictive maintenance similarly describe condition 

monitoring and data-driven diagnosis as means of reducing unplanned 

downtime (Carvalho et al., 2019; Zonta et al., 2020). 

 
Operational Implications and Improvement Recommendations 

The findings of this case study have broader implications for the 

management of security electronic facilities in terminal areas that are not 

continuously in operation. Terminal 1B, which was not fully used for 

approximately four years, shows that an inactive period for a facility does not 

mean freedom from infrastructure-damage risk; on the contrary, the absence of 

routine maintenance activity during that period actually accelerated the 

degradation of physical components such as network cabling exposed to 

environmental conditions without supervision. This implication is relevant not 

only to the access control intercom, but also to other aviation security electronic 

facilities that depend on similar cable infrastructure, such as CCTV, alarm 

systems, and other emergency communication devices. 

Based on this single case, the following recommendations are proposed as 

suggestions that have not yet been tested. First, establishing a periodic inspection 

schedule that continues to be carried out even when an area or terminal is not 

fully operating, particularly to check the physical condition of cable paths at 

points vulnerable to environmental factors such as humidity and cable-damaging 

insects. Second, using cable materials with a termite-resistant protective sheath, 

or installing cables inside tightly sealed conduit in high-risk areas. Third, 

developing an IT-based network infrastructure monitoring system that can 

automatically detect connectivity faults and provide early notification to 

technicians, in line with the trend of developing Internet of Things-based 

monitoring and control systems for various building infrastructures (Witczak & 

Szymoniak, 2024). Fourth, systematically documenting the fault and repair 

history of each access control unit, so that recurring damage patterns can be 

identified earlier for long-term preventive maintenance planning. Fifth, 

strengthening technician competency in recognizing human-error factors and 

maintenance-procedure limitations that can slow fault detection, given that the 

human factor -- from procedural understanding to decision-making during 

inspection -- remains an important determinant of the effectiveness of aviation 

security equipment maintenance (Olaganathan, 2024). 
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Discussion 

This case shows that a functional failure of the access control intercom does 

not always originate from damage to a core electronic component, but can also 

be caused by environmental factors affecting the supporting infrastructure -- in 

this case, cable damage attributed to termites. Root-cause analysis of network 

failures has been studied as a way to support fault resolution (Wankvar & 

Witayangkurn, 2025). The comparative diagnostic approach -- comparing the 

faulty unit with a similar, normally functioning unit -- proved effective in 

eliminating the possibility of a systemic failure from the early stage, allowing the 

tracing to be focused on the specific cable path. Given that the access control 

intercom is part of the AVSEC system, which must meet operational standards 

in accordance with ICAO regulations (Candra Susanto & Keke, 2019), the 

reliability of this device needs to be maintained through preventive maintenance 

and periodic inspection, particularly for facilities that are not continuously used. 

Implementing a routine maintenance schedule, using cable with termite-resistant 

protection, and developing a network infrastructure monitoring system can be 

further steps to reduce the risk of operational disruption to access control in the 

future. 

This study has several limitations. First, it covers a single intercom unit and 

a single event, so the findings cannot be generalized. Second, the LAN Tester 

showed continuity on pins 2 and 6 only, whereas the cable is described as 

severed; which conductors were damaged, where along the cable, and how this 

relates to the intercom being found powered off (for example, whether power is 

delivered through the network cable) were not examined. Third, photographic 

evidence of the termite damage, the cable installation date, maintenance records, 

and a source for the approximately four-year non-operation of Terminal 1B are 

not presented, so the causal link between the idle period and the damage is 

inferred. Fourth, the cable type and length, power-delivery measurements, and 

network-layer tests before and after the repair, as well as the duration of the 

outage, are not reported. Future studies should document these data, inspect 

other cable paths in the same terminal, and complement continuity testing with 

reflectometry-based localization and power-delivery measurements (Idellette 

Judith et al., 2023; Xiao, 2018). 

 

Conclusion 
 

The malfunction of the access control intercom at Boarding Lounge Garbarata Way Gate 

B5, Terminal 1B, Soekarno-Hatta International Airport was traced to a LAN cable 

severed on the intercom side. The damage was attributed to termites and is consistent with 

the minimal maintenance during the approximately four years Terminal 1B was not fully 

operating after the pandemic. Comparative diagnosis and staged testing with a LAN 
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Tester isolated the fault to the specific cable path without dismantling the entire access 

control system. Re-crimping the LAN cable restored all pins to normal, and a test call to 

the AVSEC OD room connected successfully. These findings are limited to a single case. 

They indicate that the reliability of the access control intercom depends on the condition 

of its cable infrastructure, which is vulnerable to environmental factors, so periodic 

preventive maintenance, more resistant cable materials, and infrastructure monitoring are 

suggested. 
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